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Advanced Team & Content Controls

Efficiently and securely manage your Dropbox Business deployment with
expanded security capabilities through the Advanced Teams & Content
Controls Add-0On.

Enhance data protection

Scan content within Dropbox files

Scan for sensitive content to avoid data
vulnerabilities within Dropbox Business accounts

Search for personal information, including pre-built
WHEN 322 Alert Triggered: Public Link Created for File exceeds its . .
threshold regular expressions, for common compliance use
cases (e.g., PCI, PIl, HIPAA, HITECH, FERPA, FISMA)

- Easily scan both new and existing content

THEN 33 Unshare {{event.Dropbox.Dropbox File}} file from Respond to threats faster

all members
D e SN e T S + Instead of just blocking a file, create granular
policies that align with your organization’s approach
to security

For any sensitive data that is not properly secured,
automate actions: including transferring document
ownership, changing all editors to viewers, and
removing all collaborators

Data protection workflow
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Gain visibility and auditability

Access insights and granular management
of your Dropbox environment

Create a single view of Dropbox users, groups, file
activities and content settings

Alert Trigger Conditions

Take bulk action on users and content to efficiently
make changes

ADD CONDITION

View and manage all of your Dropbox admins, their
activity, and changes they make

Pull reports needed for regulatory audits, and
create least privilege roles for Team Admins to
give IT the power to control who can manage what
within Dropbox
Set custom security policies

. Get automated alerts on overexposed sharing
misconfigurations with custom conditioning and
remediation with native Dropbox admin actions

Simplify user lifecycle
management

Automate account capture workflows

Ensure that new captured Dropbox users are added
to the right team, with the right level of access

Dropbox Account Capture Policy O

WHEN 32 Aler( Triggered: Dropbox Account Captured exceeds ils
threshold

Automate and customize Account Capture
workflows to set recurring processes and improve
THEN % Revoke devices from ((event Dropbox.Dropbo IT support response time

IF «a User's department is Marketing

% Revoke tird party Apps rom ((svent ropbo Dropho Speed up on/offboarding workflows

arketing group ) -
automated workflows to ensure new employees

% Add member ({event Drophox Dropbox Member)) to « Streamline employee onboarding & offboarding with
@ Setrole fc\)rmembe‘r {{event.Dropbox.D
e have access on Day 1

- Make sure employees are restricted from sensitive
content when they leave the organization or
change roles



Account capture workflow
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To learn more about pricing and availability for the Advanced Team & Content Controls
add-on powered by BetterCloud, talk to our team at dropbox.com/enterprise/contact.


http://dropbox.com/enterprise/contact

